WebDefender Enterprise

WebDefender Enterprise is a revolutionary policy control system for
managing employee Web access.

It puts you back in charge of how your Internet resources are used,
whether staff are office based or mobile workers.

WebDefender Enterprise enables you to define an Internet policy and be
completely confident you can enforce it fully for all users.
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WebDefender Enterprise

THE PROBLEM:

Virtually all competitive businesses allow their staff
Internet access, yet most freely acknowledge that this
resource gets widely abused on a daily basis.

Many fail to act because the problem is ‘too difficult’.
A restrictive, inflexible solution that is high
maintenance for IT staff is no answer.

However, the consequences of ignoring this problem
are now extremely serious. Current legislation requires
all organisations to take proper action to enforce an
appropriate

Internet Access Policy. Failure to do so means that
senior management are potentially liable for the
outcome of any breaches that come to light.

THE CHALLENGE:

Current filtering systems are limited in their ability to
solve the problem and leave administrators frustrated.

If they are simple to implement, they don't offer
granular policy control and detailed reporting. If they
are server or appliance based, they impose an
additional overhead that no IT department needs.

Many solutions struggle to manage mobile users and
few can control applications other than a web browser.
Virtually none are able to adapt dynamically to
frequent changing web content as they rely on static
block lists.

On top of which, any solution that doesn’t integrate
with Microsoft Active Directory is simply making
unnecessary work for your Admin team.

THE SOLUTION:

WebDefender Enterprise gives you the control and
protection your business needs. It will make sure the
Internet is used properly and productively, and that
malicious software is removed well away from

your network

Try WebDefender Enterprise and see the difference for
yourself. You'll wonder why you used anything else.
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ADVANCED FEATURES:

Global, Group and Per-User Filtering- Create
Web content filtering policies for an individual user, a
group or for a whole company. With full Active
Directory synchronisation, moves and changes
become quick and simple.

Mobile users - By managing and monitoring the
web behaviour of mobile workers wherever they
access the Web, you keep your business assets
protected and make sure your policy is

always enforced.

Application control — Prevent the use of Peer-to-
Peer and Instant Messaging applications used to
download illegal or infected files. Manage loss of
network performance due to excessive non-work use
of streaming media applications.

WebDefender Enterprise lets you define the access
rules for the applications your business needs.

Malicious Content scanning - All browser traffic
is scanned for malicious software i.e. viruses,
spyware, trojans and adware. Any site found to
contain these will be blocked.

Active Directory integration - Use your existing
Windows user credentials. Simplify day-to-day
management of filtering by synchronising with the
departmental groups your business already uses.

Dynamic Web categorisation - With a vast
number of URLs already categorised WebDefender
delivers fast, reliable performance. Unlike old
fashioned systems that rely on a static block list, it
uses sophisticated metrics to analyse new sites in real
time. All the web sites your employees visit will be
checked before they see them.

Hosted deployment — WebDefender operates
within state-of-the-art infrastructure so you have no
servers to install, manage and maintain. Backed by a
comprehensive SLA for peace of mind.

Customised, granular reports - Build detailed
reports and customise to your exact needs.
Schedule runs so you maintain oversight of policy
performance. Add the powerful exception

reporting facility so you only receive a report when a
key event occurs.
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WebDefender Enterprise puts you back in control of your Internet Policy.
You can manage all aspects of your Internet Access Policy :-

Define your policy

Over 45 web categories. Precise time-of-day controls.
Block file sharing, chat and ‘problem’ applications.
Import users and groups from Active Directory.

Enforce the policy

Users get their online behaviour controlled in line with
their individual requirements.

Report on policy status

Comprehensive reports ensure you know what's going
on so you can make appropriate changes if
necessary.

Proactive protection for your business

Stop it before it happens. WebDefender
Enterprise makes sure you avoid:-

Legal liability issues from staff viewing and
downloading illegal or inappropriate material.
Productivity loss. Prevent Internet performance
degrading for employees trying to work due to
personal web usage by others. Security threats
entering your network via web

THREE DEFENCE SYSTEMS, ONE COMPLETE
OFFERING...

In the fight against online threats, it pays to place multiple
lines of defence around your systems and data. That's why
we recommend businesses select the triple protection:

B DeskDefender: Maximum protection for your workstations
B MailDefender: Defending businesses from email threats

B WebDefender Enterprise: Safeguarding companies from
web viruses and inappropriate internet use
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