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A COMPLETE DEFENCE SOLUTION FOR ALL YOUR ONLINE

SYSTEMS. PUTTING YOUR PROTECTION IN PLACE

Three defence systems, one complete offering

From communicating with clients and colleagues, to storing data and files;

email, networks and the Internet are essential tools for any business. Yet

while many firms have some online protection, most have experienced a

security incident.
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Online dangers can arise in many areas. Perhaps your
company will receive a virus by email that erases
critical data and files. Maybe a network worm will find
its way into the company’s systems, destroying your
servers. Or you might simply suffer from unproductive
staff misusing the Internet.

Whatever the threat, one thing is clear: Failing to
manage Internet traffic will leave your company facing
inevitable risks and problems. That’s where Defender
Suite comes in; protecting your company’s email,
network and online browsing, securing your systems
and allowing staff to work safely.

Defender Suite is a managed service. Which means it
integrates effortlessly with your existing systems
without creating more work for IT staff. While the
solution is busy defending your company, you can
focus on other essential tasks, safe in the knowledge
you are secure.

MAILDEFENDER

Your first line of defence 

In most companies, email is the most important
application for communicating and collaborating.
Unfortunately, it is also the most vulnerable system for
allowing online threats into your business. 

Included in the Defender Suite, MailDefender, is a
complete email security solution for your business. 

WEBDEFENDER 

Defence from online dangers 

The Internet is an essential business tool, offering staff
a wealth of resources and services. But with viruses
spreading increasingly online, the Internet presents
huge risks to your business.

WebDefender filters all suspect content before it ever
reaches your systems, ensuring you enjoy complete
protection from the threats listed above. As an
automatic managed service with no hardware or
software to install, it allows you to manage security, 
set staff Internet access and view performance
reports through a straightforward 
administration screen.

DESKDEFENDER

Defence at the heart of your network

Online threats are evolving. Everyday, new risks
threaten your business. Completing the Defender Suite
of solutions, DeskDefender is a robust security service
offering round-the-clock protection for desktops and
laptops.

The service blends Anti-Spyware detection, desktop
firewall, intrusion prevention and detection, and
application controls in one fully managed package.
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Can your company afford to count the cost of lost business, cash flow and

creditability?

Vialtus Solutions Defender Suite blends three leading security products -

MailDefender, WebDefender and DeskDefender - ensuring your business can

work online in confidence.security incident.



MAILDEFENDER

Internet level operation

MailDefender is a fully automatic
managed service, it operates at
Internet level, scanning all mail in
the network before delivering it to
your inboxes. Even better,
connecting to MailDefender
couldn’t be simpler. With no
hardware or software to install,
there’s nothing to configure or
maintain. In fact, MailDefender can
be operational in a matter of hours.

Virus and junk mail

protection

With spam volumes growing daily,
many companies waste valuable
Internet power, time and resources
downloading and deleting junk
mail. However, because
MailDefender scans email from a
central area, viruses and junk mail
get nowhere near your mail server.
The service operates automatically
and updates its virus protection
every five minutes.

Easy control and

management

MailDefender allows you to regain
control of your mail systems and
reclaim wasted resources quickly
and easily. Thanks to its
personalised administration screen,
using MailDefender is effortlessly
straightforward, allowing staff with
little or no IT knowledge to manage
quarantined emails and 
spam definitions.

WEBDEFENDER

Malicious code

To avoid Anti-Virus email solutions,
hackers are increasingly using web
pages to transmit viruses, trojans,
spyware and network worms.
Visiting infected pages can
seriously disrupt your business and
disable your servers for days.

Browser vulnerabilities

Active code and scripts on web
pages can conceal hacker threats
that break through browsers and
damage your systems. For
example, they may access hard
drives, unleash a virus or install
spyware on your computers. 

Inappropriate content 

Studies show that many employees
spend hours surfing sites and
downloading material, damaging
productivity and slowing Internet
access. Even worse, staff
downloading illegal content can
leave your business facing serious
legal risks.

DESKDEFENDER

Automatic service

DeskDefender automatically scans
each system, detecting and
removing threats and vulnerabilities.
It also ensures your remote workers
always have up-to-date security
settings and virus definitions on
their desktops and laptops. 

Threat detection

When spyware and trojan software
infect systems, it sends personal
data to the Internet. DeskDefender’s
real-time scanning engine detects
and prevents this from happening,
while monitoring for unauthorised
changes to your applications. The
integrated firewall also deters
attacks from such threats as
network worms.

Effortless monitoring

Designed for effortless use,
DeskDefender’s online portal allows
one member of staff to monitor the
status of all computers, wherever
they are situated. The service
regularly emails reports to your
administrator, who can allocate one
of DeskDefender’s pre-defined
security profiles to each computer.
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�

WHAT’S IN IT FOR YOU?

� RRoobbuusstt  pprrootteeccttiioonn  DDeeffeennddeerr  SSuuiittee  ccoommbbiinneess  tthhrreeee
lleeaaddiinngg  sseeccuurriittyy  sseerrvviicceess  –– MailDefender,
WebDefender and DeskDefender – ensuring you’re
always defended from the latest threats.

� SSaavveess  ttiimmee  aanndd  mmoonneeyy  As a fully managed service,
Defender Suite takes care of your online security, so
you are free to take care of other tasks.

� Powerful and effective The service works behind the
scenes on your systems, causing no delay to your
online work.

� EEffffoorrttlleessss  mmaannaaggeemmeenntt  Featuring easy-to-use
administration screens, Defender Suite allows 
staff with little or no IT experience to manage 
your security.

� NNoo  ddoowwnnttiimmee  DDeeffeennddeerr Suite takes just minutes to
set up and protect your business, requiring no new
installations, infrastructure or software.

� GGrroowwss  wwiitthh  yyoouurr  bbuussiinneesss As Defender Suite
requires no new systems, it adapts easily to your
company’s changing size and needs.

TOGETHER AS ONE

Today’s businesses face growing complex security
risks, particularly from combined threats. Repelling
these risks requires a Unified Threat Management
solution, that brings security features together and
defends users on the Internet, network and desktop.
Defender Suite blends the advanced security features
of three services into one robust offering, including
firewalls, Anti-Virus, Anti-Spam and intrusion detection. 

SELECT THE RIGHT SECURITY SOLUTION 

Don’t leave your business open to attack. Discover
how Defender Suite can protect your business by
delivering three security solutions in one convenient
package.
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ALL MANAGED THROUGH A UNIFIED WEB PORTAL

Internet Level Gateway Level Desktop Level
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�� Anti-Virus

� Anti-Spam

� Malware

� Defended from
inappropriate
web content

� Firewall threats

� E-policy

� VPN
� LAN based threats

� Application controls

� User policy


